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Introduction
This document describes integration with Google as the service provider.

For information on configuring Google for SAML SSO, refer to the following articles.

https://support.google.com/a/answer/60224

https://support.google.com/a/answer/2463723

Configuring a Third-Party Identity Provider

Log into Google as an administrator.

https://admin.google.com/

Select Security.

<«

"

Google Admin e

© Admin console x o+

C @ admin.google.com/ac/home

Admin Console

Users »~

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups
Create groups for mailing lists and applying
policies

Account settings
Manage your organization's profile and
preferences

Reports
Manage your organization's user and admin
activity

Admin roles
Assign roles o control permissions for the
Admin Console

=

Search for users, groups or settings

Billing ~

Manage subscriptions

Payment accounts

Gel more services

Apps
Manage web and mobile app access and
settings

Organizational units
Organize users into units for applying
policies

Buildings and resources

Manage and monitor your buildings, rooms,

and resources

Data migration
Manage your data from other products or
services

>
Tools
‘ Domains ~
[E] Google Workspace Status Dashboard
Manage domains 3] Data Export

Transfer tool for unmanaged users

Google Meet video setup

Get help from a partner

The Google Workspace Referral
Program

(3]
°
@ Google Workspace Marketplace
»
@

Devices
[ Manage devices and secure your
organization's data

Security
# Configure security settings, and view alerts
and analytics

@ Rules

Manage rules to set alerts and actions

o Support

Connect with the Help Assistant

Select Set up single sign-on (SSO) with a third party IdP.


https://support.google.com/a/answer/60224
https://support.google.com/a/answer/2463723
https://admin.google.com/
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€« C @ admingoogle.com/ac/appsettings/352555445522 * @

= Google Admin Q_  Search for users, groups or settings

Security

Login challenges ~

»  Security
Post-880 verification Login challenges
0 bypass additio erifications urned off: ‘Use employee ID to keep my v
secure

Set up single sign-on (SS0) for SAML applications ~

Set up single sign-on for third-party applications with Google as the identity provider.

Set up single sign-on (SSO) with a third party IdP v
1p single sign-on for managed Goagle Accounts using a third-party identity provider

Advanced Protection Program v

Enroliment

Allow security codes without remote access

Context-Aware Access v

The sign-in page URL is the SSO service.
For example:

https://localhost:44313/SAML/SingleSignOnService

The sign-out page URL is not for SAML logout. Instead, Google will perform a redirect to this URL
on logout.

The ExampleldentityProvider has been modified to support both HTTP Post (e.g. Log out button
click) and HTTP Get (e.g. Google redirect) requests to this endpoint.

For example:

https://localhost:44313/Identity/Account/Logout

The optional change password URL is not part of SAML SSO or logout. Google will redirect to
this page if the user wishes to change their password.

For example:

https://localhost:44313/Identity/Account/Manage/ChangePassword

The verification certificate is the identity provider’s certificate file.
For example:

Idp.cer


https://localhost:44313/SAML/SingleSignOnService
https://localhost:44313/Identity/Account/Logout
https://localhost:44313/Identity/Account/Manage/ChangePassword
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<« C @ admingooglecom/ac/security/sso w @

= Google Admin Q,  search for users, groups or settings

Security > Single sign-on

Set up single sign-on (SSO) with a third party IdP ~
Security

Third-party identity provider Set up SSO with third-party identity provider

Leam more

https://localhost:44313/SAML/SingleSignOnService

https://localhost:44313/1dentity/Account/Logout

ertificate file has been uploaded. REPLACE CERTIFICATE

[ use a domain specific issuer

Identity Provider Configuration

The following partner service provider configuration is included in the example identity
provider’s SAML configuration.

<PartnerServiceProvider
Name="google.com"
Description="Google Apps"
SignSAMLResponse="true">

</PartnerServiceProvider>

Ensure the PartnerName specifies the correct partner service provider.

The relay state specifies the target URL once IdP-initiated SSO completes.

<add key="PartnerSP" value="google.com"/>
<add key="TargetUrl" value="https://docs.google.com/a/componentspace.com"/>

SP-Initiated SSO

Browse to the application URL which includes the domain name.
For example:

https://docs.google.com/a/componentspace.com

Log in at the example identity provider.


https://docs.google.com/a/componentspace.com
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1 Login - Example Identity Provid: X 4 © -
< c @ localhost:44313/Identity/Account/Login?ReturnUrl=%2FSamI%2FSingleSignOnServiceCompletion o & &
Home About Contact Register Login
. . .
Log in at the Identity Provider
Use a local account to log in. Use another service to log in.
Email There are no external authentication services configured. See this article for
details on setting up this ASP.NET application to support logging in via
e external services
Password
O Remember me?
Forgot your password?
Register as a new user
www.componentspace.com
The user is automatically logged in at the service provider.
B Google Docs X 4+ (-] = a
<« C & docsgoogle.com/document/u/0/2tgif=d -4 o Joe

= a Docs

Q Search

Start a new document

R =
- &‘

Template gallery £ :

-

Frodet ocurn

We have a surprise!

Blank Project proposal Project proposal Meeting notes Brochure Newsletter Business letter
Tropic Spearmint w et Lively Geometric
Recent documents Owned by anyone ~ B az O

No text documents yet

Click + to create a new document
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|dP-Initiated SSO

Browse to the example identity provider and login.

Click the SSO to the Service Provider button.

| Home - Example Identity Provid. X + °

< C @ localhost44313

Home About Contact Hello joeuser@componentspace.com!  Logout

Example Identity Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as the identity
provider.

SSO to the Service Provider

www.componentspace.com

The user is automatically logged in at the service provider.
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B Google Docs x o+ o = a

€« C & docsgooglecom/document/u/0/2gif=d * @ :

= B Docs Q Search @ Google @
Start a new document Template gallery £

== e

Blank Project proposal Project proposal Meeting notes Brochure Newsletter Business letter
Tropic Spearmint Modern Writer Geometric Lively Geometric
Recent documents Owned by anyone ~ B A:Z (=)

No text documents yet

Click + to create a new document

Waiting for signaler-paclients6. google.com

SAML Logout
Google doesn’t support SAML logout.



